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U.S. Department of Justice

Office of Community Oriented Policing Services

Director
1100 Vermont Avenue, NW
Washington, D.C. 20530

Dear Colleague:

Like organizations and managers in any field, today’s law enforcement agencies and
the professionals that run them are seeking more effective methods for achieving
results. When officers and deputies in the field can receive information faster, when
commanders and supervisors have a better understanding of crime and disorder
trends, and when tasks can be accomplished more efficiently, the end result is
inevitably a safer and more secure community.

This guide, which is one of the many resources that the Department of Justice

offers to law enforcement, is intended to provide you with practical information that
supports your efforts to successfully integrate new technology systems into your
agency’s operations.

Having awarded more than 29,000 grants to small and rural law enforcement
agencies over the years, totaling more than $3 billion, the Office of Community
Oriented Policing Services is keenly aware of the unique challenges and opportunities
that confront small and rural departments during this process. We recognize that in
many smaller agencies the individual responsible for implementing the new system

is likely to have a variety of other duties, and will benefit from a concise guide that
focuses on the critical aspects of implementing new technology. Therefore, we
developed a publication that speaks exclusively to your needs as you go through the
process of planning, procuring, and implementing your new system.

I trust that you will find this particular guide helpful, and encourage you to visit
www.cops.usdoj.gov to learn about the other numerous resources offered by the
COPS Office.

CARRD

Carl R. Peed

Director

Office of Community Oriented Policing Services
U.S. Department of Justice
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A Library of Tech Guide Resources

This Tech Guide for small and rural police agencies is intended to serve as a
companion guide to Law Enforcement Tech Guide: How to plan, purchase and
manage technology (successfully!). The original Tech Guide was published

in 2002 by the U.S. Department of Justice Office of Community Oriented
Policing Services (COPS) and was developed as a step-by-step guide to help
law enforcement agencies as they implement new technologies.

This small and rural police agencies Tech Guide is intended to complement
and be used along with the original Tech Guide. As such, this Guide makes
frequent references to content in the original Tech Guide. It may help to keep
the original Tech Guide close at hand so you can refer to particular pages and
sections as needed.

This Tech Guide is one of a series of four topic-specific Tech Guides funded
by the COPS Office. The four companion Tech Guides that will form a
comprehensive library of technology resources, along with the original Tech
Guide, are:

B Law Enforcement Tech Guide for Small and Rural Police Agencies: A Guide
for Executives, Managers, and Technologists
W Law Enforcement Tech Guide for Creating Performance Measures That
Work!, A Guide for Law Enforcement Executives and Managers to Assess and
Manage Performance
B Communications Interoperability: A Tech Guide for Interagency
Communications Projects
W [T Security Policies Tech Guide: How to Develop and Implement Information

Technology Security Policies in a Law Enforcement Environment
(Successfully!)

See Page 3 for details on how to download or order your copy of the original
Tech Guide.




About the Guide

In 2002, SEARCH, under a cooperative agreement with the U.S. Department of Justice
Office of Community Oriented Policing Services (COPS), created the Law Enforcement
Tech Guide: How to plan, purchase and manage technology (successfully!)." The
publication sought to provide law enforcement technology practitioners with a useful,
hands-on guide for implementing various types of technology, including computer-
aided dispatch (CAD), records management systems (RMS), and mobile data systems.

To supplement the content of the Tech Guide, SEARCH hosted several national
conferences and workshops devoted to assisting Federal grant recipients to better
manage their information technology (IT) initiatives. The attendees included
representatives from hundreds of agencies of varying sizes.

We began the conferences with a simple series of questions designed to illustrate the
types of roles that conference attendees were playing in their agencies back home.
First, we would ask attendees to raise their hands if they were a Chief or Sheriff of
their organization. Then, we’d ask to see how many grant managers were present,
followed by a showing of project managers, and ultimately, how many technical
staff were in the room. We quickly noticed a surprising trend: Many people had
their hands raised throughout each question! As we explored this trend further, we
discovered that the majority of such “multitaskers” were from small or rural police
agencies.

SEARCH came to know small and rural police agencies very well. At each conference,
and through many technical assistance engagements,” SEARCH was confronted

with the complexities of implementing technology in small and rural agencies.
Representatives from small and rural agencies told us that the original Tech Guide was
excellent, but seemed to be written more for mid- or large-sized police organizations
that have enviable human and financial resources. Moreover, some asked that the
Guide be “pared-down,” to just cover the basic elements for a successful project.

! Kelly J. Harris and William H. Romesburg, Law Enforcement Tech Guide: How to plan, purchase and
manage technology (successfully!), A Guide for Executives, Managers and Technologists, Washington,
D.C.: U.S. Department of Justice, Office of Community Oriented Policing Services, 2002. Request
hard copies from the COPS Office Response Center at 1-800-421-6770, or email: askCopsRC@
usdoj.gov. Copies are available for download from the COPS web site (www.cops.usdoj.gov) or the
SEARCH web site: http://www.search.org/files/pdf/techguide.pdf.

2 For more information on the SEARCH technical assistance program, visit http://www.search.
org/services/ta/.
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About the Guide

HOW TO USE THIS GUIDE

The Law Enforcement Tech Guide for Small and Rural Police Agencies is intended

to provide strategies, best practices, recommendations, and ideas for successful

[T planning and implementation. This Guide should not be construed as specific

legal advice for any specific factual situation. This publication is meant to serve as

a quideling for situations generally encountered in IT planning and implementation
environments (although, the recommendations herein can also be used for nearly any
project your agency may undertake). It does not replace or supersede any policies,
procedures, rules, and ordinances applicable to your jurisdiction’s procurement and
contract negotiations. This Guide is not legal counsel and should not be interpreted as

a legal service.

Before long, we found many small and rural agencies asking for a version of the
document that was geared toward themselves, and the challenges they confront with
implementing technology.

SEARCH responded to those requests and created this companion to the original
Tech Guide. Like the original, this Guide is written to provide small and rural agencies
with a guidebook for implementing technology that is based on proven successes and
generally accepted project management techniques. Although the Law Enforcement
Tech Guide for Small and Rural Police Agencies is a great resource on its own, we suggest
keeping the original Tech Guide close at hand. The two guides are complementary
and, when combined, make a comprehensive toolset.

Assumptions...

...About Your Agency

American law enforcement is widely distributed among thousands of independent
and relatively small police agencies. In fact, of the 12,666 local police agencies in
the U.S., 89.5% employ fewer than 50 sworn officers.’ In preparing this Guide, we
targeted those small and rural agencies that employ fewer than 50 officers or have
service populations of fewer than 50,000.

*Matthew J. Hickman and Brian A. Reaves, Census of State and Local Law Enforcement Agencies, 2000,
Washington, D.C.: U.S. Department of Justice, Bureau of Justice Statistics, NCJ 194066, October
2002, at pp. 1, 5. This statistic refers to general purpose local police departments, and excludes
sheriff’s offices, the primary law enforcement agency in each State, State or local agencies with
special jurisdiction or enforcement responsibilities, and Texas county constables.



About the Guide

...About You

Based on our research, the reader of this Guide is likely to be a sworn officer who
demonstrated his/her technology prowess by being the first in the department to surf
the Web, buy a PC, or be caught reading a copy of the original Tech Guide. Regardless
of your indoctrination, you are very likely to be the person who writes grants, manages
technology, works a patrol shift, and is accountable to your community.

We think it’s important to point out that we have made no assumptions about
the technical skill set of the reader. In countless instances, SEARCH has learned
many lessons in IT usage from the thousands of small and rural law enforcement
professionals who are amazingly adept at “making do” with limited resources.

One particular example comes to mind when the author was approached at a
conference in 2001 by a rural police officer from Kansas who proudly demonstrated
how he was able to implement an 802.11b network over a 10-square-mile area.
Following the snickers and quiet remarks (perhaps because his colleagues hadn’t yet
heard the term “Wi-Fi”), he drew a quick and elaborate diagram that demonstrated a
broadband wide area network (WAN) installed on high-tension power lines throughout
a rural community with a price tag of under $7,500. The laughter quickly stopped.

...About Your Project
In a survey conducted in 2002 by the National Institute of Justice Office of Science and

Technology,* small and rural agencies reported the following IT usage (by percentage):

4 The National Institute of Justice (NIJ) is the research, development, and evaluation agency of the
U.S. Department of Justice. For additional information see http://www.ojp.usdoj.gov/nij/.
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TECHNOLOGY USE IN SMALL & RURAL AGENCIES

RMS CAD CRIME AFIS FIELD CRIME
ANALYSIS REPORTING MAPPING

Our experience, coupled with this insightful survey, demonstrates that small and
rural agencies are implementing a diverse range of IT, from CAD to crime mapping.
Therefore, we have made no assumptions about the type of IT initiative you are
undertaking. This Guide is as useful for planning and implementing a new Automated
Fingerprint Identification System (AFIS) as it is for implementing a new RMS.

How this Guide is Organized

This Guide is organized into four parts that reflect the major components of any IT

endeavor:
Part | Preliminary Project Planning
Part Il Creating a Project Plan

Part Il Acquiring the Technology
Part IV Implementing and Maintaining the Technology
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About the Guide

We know that most people skip to the part that they are most interested in reading.
While this is inevitable, we encourage you to spend the time to read this Guide in its
entirety (it’s not that long!), and be sure that you have covered all of the important
points. Readers of the previous Tech Guide have reported that they found value in
using the entire Guide as a benchmarking tool; that is, they looked at each component
in the Guide, compared it to how they undertook previous project tasks, and then
sought to “fill in the gaps,” or revisit certain project phases to make improvements.

We have written this Tech Guide as a realistic aid for agencies working with minimal
personnel and minimal financing. Rather than simply rephrase the original Tech
Guide material, we have sought to define the minimum requirements necessary for

a successful small and rural IT endeavor. Naturally, there are some instances where
we will refer the reader back to the original Tech Guide for details on how to conduct
certain exercises, such as holding a focus group or preparing budget materials. Like
the original, we have kept the four “Ws” at the beginning of each chapter. The four
“Ws” address: What is it? Why do it? Who is involved? and When should you do it?

Lastly, we've added a new and powerful resource—a Tech Guide Internet Webpage
(http://www.search.org/programs/safety/tech-guide.asp) that offers many
valuable templates and references. Our hope is to prevent those of you with limited
resources from wasting your valuable time (and money) reinventing the wheel. The
web site includes a sample project plan, request for proposals, acceptance test plans,
and many hyperlinks to relevant project management and technology resources. If
you are reading this document online, click on the Tech Guide icon for handy access to
specific page references in the original Tech Guide.

Definition of Icons

TECH GUIDE

Throughout this Guide, icons are used to draw your attention to important concepts,
ideas, reference material, and, in some cases, warnings. Below are the icons and what
they represent:

Original Tech Guide Reference

The “parent” Tech Guide contains many useful tools, charts, and instructions for
conducting various tasks. When you see this icon, you will be directed to a specific
page, or range of pages, in the original Tech Guide.

Stop Sign
When you see a stop sign icon, pay particular attention, as it will indicate where others
have encountered trouble in their projects. The stop sign indicates pitfalls to avoid.

7
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Grant Requirements
Be accountable to your grants. This icon will alert you when grant requirements may
come into play.

Regional

An increasing number of IT efforts involve more than one agency and jurisdiction.
This icon symbolizes multijurisdictional and regional efforts. When you see it, it will
provide special advice for dealing with the unique nature of regional IT projects.

Tips
If we've heard or know of shortcuts or have useful ideas on how to tackle a particular
issue, we'll use this icon to let you know.

Web Resource
Whenever you see this icon, we have presented information that may be accessible via
the Internet.
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Four Facts about
Small and Rural
Police Agency IT Projects

Fact #1

You are not alone.

There are nearly 13,000 local police agencies in the U.S., and more than 11,000 of
these, or 89.5%, employ fewer than 50 sworn officers.> When you consider there are
thousands of law enforcement IT initiatives currently under way, you quickly realize
that “you are not alone.”

Law enforcement has been employing the use of technology for decades. Statistics
indicate that small and rural agencies are the last to undertake technology acquisition
projects (consider that less than half of the agencies surveyed by the National
Institute of Justice (NIJ) reported the use of a CAD system). While technology may

be slow to appear in our small and rural agencies, the good news is that a great many
resources have been developed. Small and rural agencies are the beneficiaries of many
“lessons learned” in implementing law enforcement technology.

Beyond self-help resources (such as publications) and help from fellow law
enforcement colleagues, there are other means of assistance available to you,
including no-cost technical assistance provided by organizations like SEARCH,®
NLECTC,” and RULETC.® Each of these organizations is capable of providing human
and technical resources to small and rural agencies seeking assistance with their
technology-related initiatives.

5 Supra note 3.

5 SEARCH, The National Consortium for Justice Information and Statistics. See http://www.search.
org/services/ta/.

" The National Law Enforcement and Corrections Technology Center. See http://www.nlectc.org/.

8 The Rural Law Enforcement Technology Center. See http://www.nlectc.org/ruletc/.


http://www.search.org/services/ta/
http://www.search.org/services/ta/
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Fact #2
The role of technology in small and rural
agencies is on the rise.

Officers of small and rural law enforcement agencies are exposed to the same
demands for information as those of larger agencies. The tools and resources afforded
by modern police technology are as vital to rural communities as they are to urban
centers. Ironically, one could argue that rural and small agencies have a greater need
for IT resources than larger cities, which are often equipped with a large support staff
to address critical issues such as deployment management, report processing, crime
analysis, and justice-wide integration.

In addition to assisting with ongoing officer safety concerns, local law enforcement’s
role in the context of integrated justice is dramatically increasing, placing pressure
on small and rural agencies to deploy local records management systems. Integrated
justice solutions rely heavily upon the degree of information captured and shared at
the local level. Local law enforcement often possesses vital information on people,
places, vehicles, and property, yet rarely shares that information with their fellow
law enforcement partners. With a renewed emphasis on sharing information across
the law enforcement community, small and rural agencies are being invited (and in
some cases mandated!) to participate in information sharing initiatives like never
before. Therefore, creating and maintaining an automated and accessible database of
information is becoming increasingly vital.

Fact #3

The keys to successful law enforcement
technology projects apply to all police
agencies, regardless of size.

With respect to the keys to successful law enforcement IT initiatives, the size of the
agency doesn’t matter! SEARCH has worked with agencies of all sizes throughout
the country, and has found the following 10 keys to successful law enforcement
technology initiatives to be universally applicable:

1. Governance: Successful projects start with governance, or a “project chain
of command.” This is an agency’s first step when starting an IT project, as it
defines who has decision-making authority. Even in initiatives where only one
person is managing the project, he/she probably reports to elected officials or
the community at large; thus, defining who has this authority is an important
first step.
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2. Human Resources: Take a look around! Project workers must possess the
right combination of skills—people, organization, and technical. All agencies
undertaking IT initiatives must address this question honestly.

3. Financial Resources: Predicting costs and closely controlling them over time is
necessary for a project to be a success.

4. Scope: Successful initiatives define a project’s scope and maintain watch and
control over all related changes, avoiding “scope creep.”

5. Time: Like cost and scope, project duration is predictable, and can be managed
during the life of the initiative. Because a project’s timeline is permanently
married to the cost and scope, any change will impact all three!

6. Quality: Agencies of all sizes must consider how to gauge the quality of the
technology they have purchased. The fundamental question pertaining to quality
is, “Is the technology doing what we expected it to do?”

7. Communicate: Simply informing people (co-workers and outsiders) about the
status of a project can go a long way toward facilitating buy-in and maintaining
interest in that project. It may seem like a “nice-to-do,” or perhaps an option, but
the costs of failing to keep people informed can be high.

8. Risk: Brainstorming to think of what could possibly go wrong with the project,
and how to respond if anything actually does go wrong, is important.

9. Procurement: When purchasing technology, you have to do it “the right way,”
by following your agency’s procurement procedures. Doing so will help to ensure
a fair and competitive process that is defensible to your internal and external
stakeholders.

10. Integration: Agencies that think about how their technology might be useful
to others (as well as to their own local systems) are more likely to be successful
in the long term because the longevity of their technology is greater—and who
wants to do this more often than they have to?

In the original Tech Guide, we identified these 10 keys to a successful IT initiative by
blending our experience with law enforcement agencies with research compiled by

The Standish Group’s survey of hundreds of public and private organizations relative
to their experiences with implementing IT (the resulting report was titled The CHAOS
Report). For more information on The Standish Group’s findings, refer to Page 11 of the
original Tech Guide.


http://www.search.org/files/pdf/techguide.pdf

1 4 Four Facts

GOVERNANCE
Who makes the
decisions?

HUMAN FINANCES

RESOURCES What is the funding
Who in-house can source?

do the job? What are the rules?

How does money
impact the
timeling?

Should we
outsource?

SCOPE TIME QUALITY
What is the plan? What is the Will the technology
What are the timeline? do the job?
boundaries? What are the What are the
How do we handle controls? quality controls?
changes?

COMMUNICATIONS RISK PROCUREMENT INTEGRATION

Who forms the What could go What are the rules? How do we
network? wrong? City? exchange

Who maintains What is the County? information (Iogal,
progress reports contingency plan? Gan? county, etc.)?

and records? . Who develops the
interfaces?

Important: If you make a change to any of the individual blocks, you should
consider the impact that this change could have on each unit of the pyramid.

M 10 Keys to Successful Law Enforcement Technology Initiatives
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Fact #4
Implementing IT successfully can be
challenging!

We've all heard the story about the police agency that spent a million dollars on a
new system but never turned the thing on! Urban legends in law enforcement IT are
many, but often stem from some version of the truth. There are many challenges to
implementing IT, including:

Securing the Necessary IT Project Management Training: Since small and rural
agencies do not deal with major IT initiatives very often, it doesn’t make sense to train
all police personnel in the best practices of IT procurement and implementation. As a
result, agencies are left to their own imaginations with regard to how best to manage
technology projects.

Lengthy, Complex Project Schedules: It’s not uncommon for a new CAD or RMS
project to require two years, or more, to complete. Because of the duration, technology
projects often tap into multiple budget cycles and frequently require assigned personnel
to work with their parent organization’s finance, legal, purchasing, and technology
staff. With multiple lines of authority and multiple budgets, technology initiatives

are wrought with opportunities to lose project momentum, control, or money.
Consequently, nearly a third of IT projects are cancelled before completion.’”

Industry Adolescence: Since the late 1970s, more than 88% of the vendors'? in the
police technology industry have either gone out of business or changed their names.
As the industry continues to change, no “universal” standards of implementation have
evolved, leaving most agencies to start anew with regard to vendor management.

Implementing IT successfully in your small or rural police agency is possible if you
follow the principles outlined in this Guide. After working with hundreds of agencies of
varying size, we have been able to define the commonalities of successful projects. The
rest of this Guide will walk you through the key planning and implementation steps
necessary to achieve a successful project in your small or rural agency.

¥ Supra note 1, at p. 11.
10 The Warner Group, 1997 internal research on CAD and RMS vendors.
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Chapter 1:
Determining the Need

Technology projects always start with a need for change; defining the need(s) is where
successful projects begin.

Projects without a defined need are projects without a purpose. Identifying the
project’s purpose and the factors that can influence the outcome is imperative.

Agency leadership and the people who have identified the need for change.

Right now! This is the first step that agencies should take when beginning an IT
initiative.

The very nature of a small or rural police agency requires that agency personnel
operate within a confined pool of human and financial resources. Consequently,
technology endeavors that are based upon exploratory research are very rare. Rather,
small and rural law enforcement IT projects are likely to find their roots within
organizational problems that can best be addressed through the use of technology.
Examples include:

¢ The need to maintain more accurate information on field resources.

* The need for a method to reduce the time necessary to prepare monthly UCR
filings.

 The need to search for information faster and more efficiently than using
3" x 5" cards.

These needs are generally identified over a long period of time, leading to multiple
workarounds and changes in the way the agency operates. Occasionally, the
workaround produces more complexity and duplicative work than the original problem! As
needs expand, they tend to become more difficult to manage through workarounds.
Ultimately, those needs are brought to the attention of agency administrators who
must conceive of a solution. And, that’s where we begin...
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As a cautionary
note, it's also
important not to get
S0 specific about
the necessary
technology that
you identify
specific vendors
or products. Doing
S0 can skew your
objectivity, and
actually cause you
to build a solution
around a vendor’s
design rather than
create one of your
own.

Preliminary Scoping Exercise

Yes, it is true that project management professionals use their own language, and
the heading of this section is the perfect example: Preliminary Scoping Exercise is
a complicated way of asking, “What are we going to do to satisfy those needs?” A
preliminary scoping exercise is meant to address three questions:

1. What are the problems that are causing the needs?
2. What tools exist that can address these needs and what do they cost?

3. How important are the needs in comparison to other things in our
organization?

Agencies confronted with such needs must undertake this exercise to determine
whether to spend time and money creating a project plan and undertaking a
procurement effort.

To conduct a preliminary scoping exercise, you need a little time and some creativity.
It starts by talking with the specific people affected by the needs, and asking them for
more detail to determine the root cause(s). Remember, you're only seeking preliminary
information that you can use later.

At the same meeting, start to identify the broad categories of equipment or services
that might be necessary to fulfill the need(s). For example, if you determine that your
agency needs a CAD, write down the major categories (hardware, software, training,
project management, etc.) that would need to be provided.

The next step, estimating the costs, can be very tricky. Preliminary cost estimation is
subject to a wide range of variables, including: incomplete definitions of what you're
seeking, vendors “teasing” you with lowball estimations, or a lack of good comparison
material to your requirements. Because you may use the price as a key decision factor,
it is critical that you define it as realistically as possible.

Using the preliminary tools as a guideline, attempt to define price ranges and not
specific costs (you'll get to that later). Your task is to determine the approximate range
of pricing for the tools you might be seeking. You can do this in two ways:

* Contact outside agencies that have recently undertaken an initiative that is
similar to your own in terms of scope and budget and ask them what they paid.
This is probably the best barometer for gauging preliminary costs.

 Contact vendors that sell the tools you are looking for and ask them for price
ranges. They’ll be willing to give you this information, but be sure to ask them
for realistic estimates, not just enticement costs.



Chapter 1: Determining the Need

Now take a broad look at the various issues that are currently affecting your agency, and
consider whether this is an appropriate time to undertake a technology initiative. Use
the following checklist to evaluate whether your agency is ready:

Staffing
Are we down positions right now?
Is there anyone capable of working on this?

Will we be able to train people in the use of
new technology?

Other Projects
What other projects are currently under way?

Are there other projects that are more
important that must be undertaken first?

Financial
Can we afford to start a project right now?

Can we pass up a grant opportunity that may
not be available at a later date?

Could we start the project now and reasonably
expect to have money to pay for it in several
months?

Project Specific

Can we afford not to do this project right
now?
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We would be remiss if we didn’t acknowledge that law enforcement is often subject
to external influences that can push initiatives forward. There are two such factors:
Community demands and the fleeting presence of money.

First, law enforcement is a government entity and the public has enormous influence
over initiatives moving forward. As representatives of the public, elected officials have
a powerful voice in setting agency priorities as well as removing perceived obstacles

to project success. Therefore, consulting with locally elected officials is an essential
element when conducting a preliminary scoping exercise.

Second, the presence of grant funds is transient. Small and rural agencies are
frequently forced to reorder their agency’s priorities to take advantage of available
funding. Therefore, available grant funds can be the driving force in determining
whether to proceed with an initiative (particularly when your agency has accepted a
grant award before conducting any type of project planning).

Once you have carefully considered these issues, your agency must reach a decision
to proceed with spending time and money on planning for a successful technology
endeavor. By the time you have finished this exercise, you should know the following:

e The specific root problem or opportunity behind the “need.”
 The potential tools needed to address the problem.
» Arange of costs for implementing the proposed tool(s).

*  Whether now is the right time to start planning for a technology project.

Assuming that your agency has determined that the problem must be solved now and
has identified potential tools and estimated costs, it’s time to conduct a more in-depth
analysis of the needs.

Conducting a Needs Analysis

Conducting a thoughtful needs analysis is an important element of any successful

IT initiative. You'll notice the original Tech Guide icon to the left, which refers you to
Chapter 5 — Determining Stakeholder and User Needs. Beyond those instructions, we
recognize that for some small and rural agencies, the project managers may be the
only persons available to contemplate the needs.

Before you dismiss this step, just consider this: How do you get somewhere without
knowing where you're starting? A needs analysis takes a few hours of time, but

is critical because it defines where you are today and can be used for charting a
course toward improvement. To run a “one-person needs analysis,” ask yourself the
following:


http://www.search.org/files/pdf/techguide.pdf
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* What are your agency’s current business processes?
What is a business process? It’s just a description of the things that you do on a
daily basis, such as writing citations or arresting criminals. Each of the things you
do each day is a business process. It’s important to try and define them so that
later you can compare the way you do business with the technology tools that
exist to help you do it faster, more accurately, better, or just plain easier!

* What technology does your agency have in place today?
When you conduct a needs analysis, you must consider what you have today
(so that you're not merely replacing technology). Include hardware, software,
desktop devices, mobile data devices (laptops, fixed devices, etc.), interfaces and
any wireless infrastructure that your agency may be using (e.g., cellular-provided
data communications).

» How does your agency use its current technology to accomplish business
objectives?
Once you've defined the first two elements (What are our business processes
and what technology do we have?), you can easily compare them, seeking to
determine how your agency uses the technology that it currently possesses in
fulfilling the business processes.

* Are there opportunities for improvement with and without the use of
technology?
This one takes a little time and thought! You must consider how you could do
things more effectively or efficiently with the technology that you currently have,
as well as consider how new technology could help improve business processes
(you already have a framework in place from the preliminary scoping exercise).

Write down the answers to these questions and you've got yourself a needs analysis!
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Remember Grant Compliance

We realize that many small and rural agency IT initiatives are funded by grants.
Before your project gets too far under way, it's important that you fully understand
the requirements of the grant: both financial and with respect to fulfilling other
grant-specific requirements. As part of your initial project planning tasks, be sure to
incorporate any grant-related elements into the needs analysis.

We have assembled some “required reading” and Web resources to help you manage
your grants effectively. Chapter 19 of the original Tech Guide will guide you through the
specific elements of managing a grant, while the SEARCH web site— http://www.
search.org/programs/safety/tech-guide.asp—has several links to important
grant management resources.


http://www.search.org/files/pdf/techguide.pdf
http://www.search.org/programs/safety/tech-guide.asp
http://www.search.org/programs/safety/tech-guide.asp
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Chapter 2:
Looking Within

An internal assessment of available human and financial resources.

An absence of available people and/or money will result in a failed project, so sizing up
your resources early in the project can help thwart potential problems.

Decision makers who can objectively assess employee availability and skill sets and who
have access to budget materials.

Once initial tasks and budget information have been defined.

Human and financial resources are scarce in all police agencies, regardless of size. But
in small and rural agencies, the impact of a shortage of people and money is far greater.
Consequently, before undertaking a technology endeavor, you must honestly and
thoroughly evaluate your available personnel and financial resources.

Available People

When your human resource pool is small, your decision-making structure may consist
of as few as one person who serves in multiple project-related roles (beyond their
normal assignments). While some people are quite capable of multitasking, very few
are capable of effectively managing all aspects of a technology initiative successfully.

A successful project demands adequate staffing levels, and the following roles are
imperative for most projects (in order of importance):

1. Project Manager: The person at the center of the technology project, the
Project Manager, is responsible for all project-related activity (including all tasks,
deliverables, communications, and vendor management). For a comprehensive
description of a Project Manager’s roles and responsibilities, see Page 44 of the
original Tech Guide.

As you look within and consider which people will fill each role, it is absolutely
critical that you give substantial thought to the skills and availability of the
potential Project Manager. Projects that are managed “part-time” or by people
who lack project management skills will almost certainly fail.


http://www.search.org/files/pdf/techguide.pdf
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Outsourcing project management is increasingly popular. External project
managers, or consultants, can be hired to manage the initiative, but remember:
External assistance does not alleviate your agency from its responsibility to take
ownership of the initiative. We've seen and heard from agencies whose projects
get away from them because they've mistakenly construed hiring external project
personnel as “let someone else worry about it.” Then, months down the line, they
are shocked into reality when the project has barely progressed, has gone into a
different direction than planned, or has skyrocketed in cost.

2. Executive Sponsor: Typically the Chief or Sheriff, this person has the ultimate
decision-making authority and provides project leadership and momentum.

The executive sponsor role is not a full-time assignment. Rather, the executive
sponsor is typically brought into the project on a regular basis (perhaps monthly)
to receive updates, and provide feedback on key project milestones. If your Chief
or Sheriff cannot serve in this capacity, consider others who have the authority to
make decisions that impact the entire agency and have budgetary authority.

3. Subject Experts (Steering Committee Members): If your project involves
employees from a specific area within your agency (such as dispatch, or perhaps
field operations), you should identify someone within that unit—preferably a
supervisor—who will be able to participate in some capacity during the project.
We suggest that these “subject experts” serve on a Steering Committee, which is
a small group of people who help with decision making and project oversight.
While not full-time, these people need to be able to attend occasional meetings,
make decisions about which technology tool would best suit their employees,
and, ideally, could assign people who work for them to participate in the project
as well.

Lastly, be sure to remember that technology requires ongoing human support! All
technology requires maintenance in order to continue operations, so be sure to identify
a technology support person who would be responsible for the technical elements of
the project, including hardware and software design, database management, and first-
tier technical support.
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for the long haul!
While you may
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large unanticipated
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years following
implementation that
cannot be paid for

with grant funds.
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Available Financing

Following your preliminary scoping exercise, you should have an estimated range
of costs. Using that information, your next step will be to determine which funding
sources to draw upon.

There are many methods for financing technology initiatives and, naturally, your local
agency’s parent organization (City or County) will probably dictate the best method.
However, walking into the finance office with some ideas can’t hurt! Here are some of
the more common approaches:

Bonding: One form of financing government technology is with the use of municipal
bonds. Instead of getting a loan through a bank, government looks to the public to
purchase bonds, the revenue of which may be used for capital improvement projects.
Bonding is a form of a loan, which the agency is ultimately required to pay back (with
interest to the people who bought the bonds in the first place). Therefore, it requires
several approvals and takes months to approve.

Special Assessment Taxes: As the name implies, taxes can be levied by government
agencies for specific purposes. A very common tax is a “911” tax, which uses the
revenue to pay for upgrades to dispatch and telephony equipment.

Leasing: Select vendors and consultants will permit clients to lease their hardware,

software, and services either through an internal finance program (wherein you make
monthly payments with interest—typically at 1%), or through a financial corporation,
which may charge a higher interest rate, but will offer more flexible financing options.

Cooperative Purchase Agreements: By partnering with other agencies, individual
agency costs can be reduced, thus making technology more affordable.

Grants: Most agencies are familiar with applying for, and receiving, grant funding.
Typically, grants have some type of “social ill” that must be cured as a consequence

of accepting the award. Additionally, many technology grants require local-agency
matching funds of a predetermined percentage (an average matching fund percentage
is 25%).

Regardless of the chosen option, determining your finance approach early is critical,
as some options require many months of approvals and rely upon decisions made
by external parties. Before proceeding to the next steps, you must leverage these
financing options to determine your agency’s financial limitations. In other words,
how much can you spend—both initially and over time?
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Chapter 3:
Defining the Alternatives

What Considering your options with regard to how best to leverage your people and money
to fulfill the identified need(s).

Why To ensure that your project approach is based upon careful consideration of all
options, and is closely aligned with realistic estimates of what your people can
accomplish and what your dollars can buy.

Who Decision makers and the Project Manager.

When After determining what you need and what you have (in terms of people and money)
to work with, you can begin analyzing your alternatives.

By now, you should have identified the following:
* A preliminary scope and budget.
* Anidea of who will work on the project.
* Options for financing the project.

e Various solutions that can address your agency’s needs.

In advance of creating a project plan, you must define the various options that are
available to you, given the confines defined in the above list. Ultimately, you will
be required to determine which option is best for your agency, in consideration of
available people and money.
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the two alternatives
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Creating Alternatives to Consider

While you will likely develop your own alternatives for consideration, we have prepared
the following approaches, which are the most common. For each alternative, we have
provided an “at-a-glance” ranking of cost and people necessary for success using the
following scale:

f - Few agency personnel
f # - Full-time project management, significant agency resources
f # 1 -Full-time project management, heavy vendor reliance

$ - Inexpensive, local budget financing
$ $ - Costly initiative, may require grant funding or other external financing
$$ 8 - Very costly, requires major financial investment

Upgrade Existing Technology ( ¢ + $) vs. Buy New Technology (¢ ¢ +$$)

If the agency’s needs are based upon antiquated technology, they may be addressed by
replacing the existing products. Most agencies in this position must evaluate the cost
and relative benefit of upgrading to a new version of the technology in comparison to
total replacement with a new vendor solution. This alternative generally requires the
agency to consider the following three criteria:

1. The changes in functionality yielded by the option.
2. The cost of the option.

3. The time necessary to implement the option.

Buy (# ¢ +5$)vs.Build (¢ ¢ ¢ +§59)

In the exploration for new technology, occasionally agencies will find that commercially
available products fail to meet their demands. Consequently, they decide to create their
own technology from scratch (referred to as a “build”). We rarely encounter custom-
built technology in small and rural agencies because the cost is staggering and the
resource demands are immense. For an in-depth look at the considerations of building
vs. buying, refer to Page 104 of the original Tech Guide.

Partnering with Regional (County or State) Systems (§ +$)

An increasingly common approach in this era of integrated justice, this approach tends
to be very affordable and requires a minimal commitment in terms of personnel. As

an added advantage, participating agencies can take advantage of leveraging vendor
resources and information sharing.


http://www.search.org/files/pdf/techguide.pdf
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Coalition of Small and Rural Agencies (¢ ¢ +$ $)

Similar to partnering with regional partners, two or more small agencies can partner
to procure and implement new technology. Again, by leveraging financial and human
resources, greater functionality and services can be afforded.

Based upon your available staff and money, you are now in the position to move to the
next step, creating a project plan that will serve as your roadmap toward implementing
the technology.
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Part |1 Reality Check

All that information and it’s only the beginning! The first three chapters were dedicated
toward helping you construct a stable foundation for your project by determining three
key components: the need, the available resources, and the alternatives.

While this advice is certain to help make any project more successful, some small or
rural agencies might think that these steps are more than what is required for their
initiative, and they may be correct!

We understand that all projects are uniquely dependent on the
successful balance of three key elements: scope, time, and money.
The degree of attention you pay to the planning process is often
calibrated by the size of those three project ingredients.

Let’s compare two small agency technology initiatives, focusing on
the level of project planning necessary in each example. First, some background:

Smallville Ruralville

Agency . ]
Size 20 Officers 6 Officers

The agency has received a grant for The City’s general fund includes an

Scope | . C . earmark of $25,000 in discretionary
AR G e et law enforcement technology spending.
. .| Funds must be spent within one
Time s el e ey € 10 2 e 2 budget year or be forfeited to the

of grant funds. general fund.

Money | $175,000 $25,000
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Determining the Need

Smallville: Before spending a cent on crime analysis technology, Smallville needs to
better understand what it has today and what limitations are fostering the need for
improvement. Smallville certainly needs to conduct a preliminary scoping exercise, as
well as a needs analysis.

Ruralville: Ruralville is in a different situation because its funds aren’t tied to any
particular cause. Therefore, a needs analysis is paramount (and the sooner, the better to
avoid throwing money at technology lest it be dropped back into the general fund!). But
conducting the process will be far simpler with so few employees. One would imagine
that the Chief or Sheriff could simply hold a meeting with all of the employees present,
and ask about any limitations that could be improved or addressed through technology.

Looking Within
Smallville: While the money has already been identified, the people working on

spending it have not. After completing the needs analysis, Smallville must determine
who will lead, manage, and participate in the initiative.

Ruralville: Again, the money has been identified, but the “who” has not. Like
Smallville, Ruralville must determine who is going to be working on the initiative.

Defining the Alternatives

Depending on the outcome of the scoping exercise and the available human resources,
both agencies must define their alternatives, giving consideration to the following
technology options outlined in Chapter 3: Upgrade, buy, build, partner, form a
coalition.

None of the recommendations in Part I require outlandish time or budget demands

on agencies. For the most part, they are rooted in common sense, seeking to answer
fundamental questions like: What do we have? What do we need? and What can we afford?
In Part II, we'll formalize the answers to these questions into a written project plan that
will act as the blueprint for your technology project.
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A good plan today is better than a perfect

plan tomorrow.
— General George S. Patton
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Chapter 4:
Project Plan Components

The written blueprint for your technology initiative.

Like a map and directions, the project plan guides participants through their
endeavor, identifying the current location, as well as the destination. Projects without
a plan drift aimlessly.

Virtually everyone impacted by the technology will play a role in crafting, and using,
the project plan.

Once you've decided to move forward with a technology initiative, the project plan
must be crafted.

Once you have finished the preliminary scoping exercise, you'll be ready to put pen to
paper and create a project blueprint—a thoughtful and detailed plan that will provide
guidance throughout the initiative. This chapter will help you to create an initial
project plan, recognizing that the document will change, over time, as your project
gets underway. Updating the project plan is normal, and should be done regularly or
when conditions warrant.

Despite their value, creating a project plan from scratch can be time-consuming and
difficult. To help equip your project with this essential resource, we have created a
two-part project plan toolset that provides you with a template (on the Tech Guide
project Webpage at http://www.search.org/programs/safety/tech-guide.asp),
as well as instructions in this chapter on how to tailor the plan to meet the unique
requirements of your initiative.

The Purpose of a Project Plan

The project plan is often referred to as the project’s blueprint or roadmap, designed to
keep your team on a clear path toward success. Conversely, a project team without a
plan is like a group of moths, flocking to the brightest flame—only to be burned!

A project plan provides a definition of the project, including the project’s goals and
objectives. Additionally, the plan serves as an agreement between the key project
participants, including the project’s sponsor, the Steering Committee, the Project
Manager, and other personnel associated with and/or affected by the project. More
specifically, the plan defines the following:
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The size of
police IT
project plans
are like phone
books: The
bigger the city,
the bigger the
project plan.

b

— Captain
Woody Sandy
North Carolina
Highway Patrol

Part ll: Creating a Project Plan

* Project purpose

* Business and project goals and objectives
* Scope and expectations

 Roles and responsibilities

e Assumptions and constraints

* Project management approach

* Ground rules for the project

* Project budget

* Project timeline

o The conceptual design of new technology

As a small or rural agency representative, you should consider the following key
components for your project plan.

Project Background

As the introductory section of your project plan, this section defines the work that
has been accomplished to date, including your findings from the preliminary scoping
exercise. It is very helpful for establishing the legacy of the project and for explaining
the background of the project to people outside your agency (elected officials,
vendors, etc.).

Project Approach

Complex projects are typically broken down into phases, or milestones. This section
of the plan defines the various phases that you expect the project to require. As an
example, many project plans break down the initiative into the following phases:

Phasel: ~ Project Plan Development

PhaseIl: = Development of Procurement Documents
PhaseIIl: ~ Procurement Process

PhaseIV:  Evaluation and Selection of Vendor

Phase V:  Contract Development

Phase VI:  Implementation

The last phase, Implementation, is usually broken down into multiple phases as well.
Typically, you would work with your vendor to define the specific tasks that would be
required in this phase.



Make your
objectives specific
and measurable—

you may one

day be asked to
“prove” that you
accomplished these
objectives through
some form of
measurement.

Be sure to add
any grant-related
objectives to your
list of goals/
